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ÅCampus QoS Design Considerations and Best Practices

ÅCisco Catalyst 2960-X QoS Design

ÅCisco Catalyst 3650/3850 QoS Design

ÅCisco Catalyst 4500 QoS Design

ÅCisco Catalyst 6500/6800 QoS Design

ÅCisco Nexus 7000/7700 QoS Design

ÅCampus WLAN QoS Design Considerations and Best Practices

ÅCisco IOS XE WLC AVC/QoS Design

ÅCisco AireOS WLC AVC/QoS Design

ÅWhat are we doing to make this simpler?

ÅSummary and References
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What Do You Consider First?

BRKRST-2056: The QoS Paradigm Shift

https://cisco.box.com/s/8izevlg4k6gaggh3cmrc16lugm6sdr8y

https://www.ciscolive.com/online/connect/sessionDetail.ww?SESSION_ID=83633&backBtn=true

http://www.google.ca/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.123plans.co.uk/services/&ei=qqBoVdaiMKXksATt7ICIDg&bvm=bv.94455598,d.cWc&psig=AFQjCNGIzU3LAETaAgHZ3hfzuO5hkOAuDw&ust=1433006605900115
http://www.google.ca/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.123plans.co.uk/services/&ei=qqBoVdaiMKXksATt7ICIDg&bvm=bv.94455598,d.cWc&psig=AFQjCNGIzU3LAETaAgHZ3hfzuO5hkOAuDw&ust=1433006605900115
https://cisco.box.com/s/8izevlg4k6gaggh3cmrc16lugm6sdr8y
https://www.ciscolive.com/online/connect/sessionDetail.ww?SESSION_ID=83633&backBtn=true


Start by Defining Your QoS Strategy
Articulate Your Business Intent, Relevant Applications and End-to-End Strategy

https://cisco.box.com/s/6t7a0ahzh0pyqg6z1f86zauxund1fevd

https://cisco.box.com/s/6t7a0ahzh0pyqg6z1f86zauxund1fevd


The Case for Campus QoS

ÅThe primary role of QoS in campus networks is to manage packet loss

Å In campus networks, it takes only a few milliseconds of congestion to cause drops 

ÅRich media applications are extremely sensitive to packet drops

ÅQueuing policies at every node can prevent packet loss for real-time apps

ÅThe secondary role of QoS in campus networks is to condition traffic at the access 
edge, which can include any of the following:

ÅTrust

ÅClassify and Mark

ÅPolice
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1920 lines of Vertical Resolution (Widescreen Aspect Ratio is 16:9)

1080p60

1080 x 1920 lines =

2,073,600 pixels per frame

x 24 bits of color per pixel

x 60 frames per second

= 2,985,984,000 bps

or 3 Gbps Uncompressed!

Cisco (H264/H.265) codecs transmit 3-5 Mbps per 1080p60 video stream

which represents over 99.8% compression (~ 1000:1)

Packet loss is proportionally magnified by compression ratios

Users can notice a single packet lost in 10,000ð

Making HD Video One Hundred Times More Sensitive to Packet Loss than VoIP!

Why Is Video So Sensitive to Packet Loss?

http://www.google.ca/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.eurosport.com/formula-1/sebastian-vettel-beats-lewis-hamilton-in-monaco-fp3_sto4748082/story.shtml&ei=KahoVdnGGZLHsQTR8oCICw&bvm=bv.94455598,d.cWc&psig=AFQjCNFptHJYw3AH7H5UE_l4BduJmzPXzg&ust=1433008506023537
http://www.google.ca/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.eurosport.com/formula-1/sebastian-vettel-beats-lewis-hamilton-in-monaco-fp3_sto4748082/story.shtml&ei=KahoVdnGGZLHsQTR8oCICw&bvm=bv.94455598,d.cWc&psig=AFQjCNFptHJYw3AH7H5UE_l4BduJmzPXzg&ust=1433008506023537


Audio 

Samples

20 msec

Voice Packets

Bytes

200

600

1000

1400

Time

200

600

1000

1400

33 msec

Video Packets

Video 

Frame

Video 

Frame

Video 

Frame

VoIP vs. HD VideoðAt the Packet Level
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Campus QoS Design Considerations
How Long Can Queue-Buffers Accommodate Line-Rate Bursts?

GE Linecard Example

Total Per-Port Buffer: 5.4 MB

Total Per-Queue Buffer*: 1.35 MB

Gbps Line Rate: 1 Gbps = 125 MB/s

or 125 KB/ms

Total Per-Queue Buffering Capacity: 10.8 ms

*Assuming (4) equal-sized queues

ms

GE Linecard Example (WS-X6148)

Begin dropping at 11 ms

but overall utilisation is only 1%!

1 second
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Campus QoS Design Considerations
How Long Can Queue-Buffers Accommodate Line-Rate Bursts?

10-GE Linecard Example

Total Per-Port Buffer: 90 MB

Total Per-Queue Buffer*: 11.25 MB

Gbps Line Rate: 10 Gbps = 1.25 GB/s

or 1250 KB/ms

Total Per-Queue Buffering Capacity: 9.0 ms

*Assuming (8) equal-sized queues

ms

0

200

400

600

800

1000

1200

1400

1
0

5
0

9
0

1
3

0

1
7

0

2
1

0

2
5

0

2
9

0

3
3

0

3
7

0

4
1

0

4
5

0

4
9

0

5
3

0

5
7

0

6
1

0

6
5

0

6
9

0

7
3

0

7
7

0

8
1

0

8
5

0

8
9

0

9
3

0

9
7

0

10 GE Linecard Example (WS-X6908)

1 second

Begin dropping at 9 ms

but overall utilisation is still only 1%!



Oversubscription in the Campus GE Link

10GE Link

40GE Link



Oversubscription in the Campus
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Oversubscription in the Campus GE Link
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40GE Link



Oversubscription in the Campus GE Link

10GE Link

40GE Link



Know Your Tools

ÅCatalyst and Nexus switch hardware

ÅSoftware and Syntax

ÅGlobal Default QoS Settings 

ÅTrust States and Conditional Trust 

ÅLogical vs. Physical Interface QoS

ÅIngress and Egress Queuing Models
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