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Why Cyber is 
Important
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Cyber and Networking Skills are Needed Everywhere

Å IT, cyber, networking and programming careers exist in every industry, including less 

technology-centric fields like entertainment, energy, healthcare, and many more

ÅThere are no limits to careers that integrate IT ð nearly every organization relies on secure 

connectivity for success

ÅPick up technology skills and combine those with another field of interest for a hybrid career
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Everything is Becoming Connected
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Cybersecurity is one of the main concerns 
for government organizations and agencies

The costs of damage caused by cybercrime are 
expected to reach $6 trillion per year by 2021.

Ransomware damage costs are expected to increase 
by more than 57X from 2015 to 2021.

By 2021, 70% of crypto - currency transactions 
will be for illegal activities

Source : Cyber Ventures

Alert: By end of 2021, the world will have 3.5 million unfilled cybersecurity jobs

https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
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Study of the labor force of ISC2 2019

4.07 million 
offers of 

employment in 
cyber security

Cybersecurity - Job Opportunities
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Average cyber security wages
Global Knowledge 2019 Report on IT Skills and Salaries

Cybersecurity - Salarymap



© 2020  Cisco and/or its affiliates. All rights reserved.   

© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKSEC- 2010

Example ɺRansomware Criminals
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Ransomware: Romantik Seehotel Jaegerwirt

ʂcomputer systems were locked by 
ransomware, meaning new 
keycards could not be programmed 
until the ransom was paid. In total, 
Brandstätter claims, ʜ1,500 
(£1,275) worth of bitcoin was paid 
to the hackersʃ
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Example ɺRansomware Criminals
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Ransomware: Romantik Seehotel Jaegerwirt

ʂcomputer systems were locked by 
ransomware, meaning new 
keycards could not be programmed 
until the ransom was paid. In total, 
Brandstätter claims, ʜ1,500 
(£1,275) worth of bitcoin was paid 
to the hackers and it was the fourth 
time it has happened.ʃ
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Donɿt Click the Link
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Oops!

*  http://s.facilities-communications.com/remotewerrkpolsy/ff42cd/78674cxxxxxxxx/?
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The People Problem

12

People are much 
more profitable to 
exploit than software.



Threat Landscape is Rapidly Changing
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By 2023, global Internet connections and devices will generate

Sources: Cisco thought leadership paper / Forbes

Mobile 
subscribers

5.7
Billion

Car 
applications30%

Home 
application
connections

48%

Increasing the attack surface. Cyberattacks on IoT devices surged by 300% in 2019. 

https://www.cisco.com/c/en/us/solutions/collateral/executive-perspectives/annual-internet-report/white-paper-c11-741490.html
https://www.forbes.com/sites/zakdoffman/2019/09/14/dangerous-cyberattacks-on-iot-devices-up-300-in-2019-now-rampant-report-claims/#4ea591725892


Impacting all Industries 
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Creating unlimited job opportunities
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Cybersecurity 
Courses
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Career

Get Connected

Introduction to Packet Tracer

NDG Linux Unhatched

Introduction to Cybersecurity

Cybersecurity Essentials

Introduction to IoT

Entrepreneurship

Explore
Introduction to exciting opportunities in 
technology.  

Preparation for entry level positions.

IT Essentials
NDG Linux Essentials

PCAP: Programming Essentials in Python
Hackathon Playbook (Design Thinking)

AssessmentsGaming
Prototyping 

Lab
Packet Tracer

Virtual 
Labs

Physical 
EquipmentIncrease mastery with hands-on 

tools & experiences

Practice

Complementary Offerings
Additional offerings available from Partners. 

NDG Linux I
NDG Linux II

NDG NETLAB+
NDG CyberOps Lab

CLA: Programming Essentials in C
CLP: Advanced Programming in C
CPA: Programming Essentials in C++
CPP: Advanced Programming in C++

Digital Essentials

Networking

Aligns to Certification Instructor Training Required Self-paced

CybersecurityProgrammable
Infrastructure

04.05.2021

CCNP Enterprise:  
Core Networking (ENCOR)
Advanced Routing (ENARSI)

Internet of Things:
IoT Fundamentals: Connecting Things
IoT Fundamentals: Big Data & Analytics

ASC Alignment Required

CCNA:

Introduction to Networks (ITN) 
Switching, Routing, & Wireless 
Essentials (SRWE)
Enterprise Networking, Security & 
Automation (ENSA)

Infrastructure Automation:
DevNet Associate
Workshop: Experimenting with REST APIs

Workshop: Model-Driven Programmability

Networking Academy Curriculum Portfolio

Networking Essentials

IoT Security

CyberOps Associate 

Network Security



CyberOps
Associate

Certifications and 
Employment

IoT 
Security

CCNA 
Security

Cybersecurity 
Essentials

Introduction to 
Cybersecurity

NetAcad 
Cybersecurity 
Courses

Personal protection 
+ career discovery

Essential principles, 
procedures, and 
practices

Delve deep into 
networking security, 
focusing on protecting 
existing networks

Certification opportunities 
+ promising job prospects

Learn practical tools to 
evaluate security risks & 
mitigations for IoT 
solutions


